Validate Customer Tenant

Validate configuration of Customer Tenant using a validation endpoint.

Tenant Subscription

Tenant subscription is a logic that allows you to request and obtain data from the Data Tenant to the Customer Tenant.

Create Subscription (Between Registered DTs and CTs)

Tenant subscription is a logic that allows you to request and get data from Data Tenants to Customer Tenants.

Create Subscription (Subscribe Customer Tenant to Data Tenant)

HTTP PCST

METHOD

URL {DTSSURL}/ subscri pti ons
HEADERS Content-Type: appl i cati on/j son

Authorization: Bear er {oaut h_t oken}

BODY
Create Tenant Subscription Body
[
{
"dataTenant": {
"id": "{dataTenantld}"
}1
"cust oner Tenant " {
"id": "{custonerTenantld}"

b
"bringGol denRecord": "{bringCGol denRecord}",
"bringl nternal Sources": "{bringlnternal Sources}",
"mappi ngs": "{mappi ngs}",
"security": "{security}",
"eventsConfiguration": "{eventsConfiguration}",
"inmport Rel ati onsConfig":

"{inport ConnectionConfiguration}",
"groupContributors": "{groupContributors}",
"supportEmail": "{email}",
“ful I I nportLogCF": "{cassandraCol umFam | y}",
“ful Il nportLogESI ndex": "{el asticsearchl ndex}"

}
]
Parameters
Name Required Description

oaut h_t oken Yes Authorization token of user.



dat aTenant | d

cust omer Tenant | d

bri ngGol denRecord

bri ngl nt er nal Sour ces

hi ddenDt

mappi ngs

security

event sConfi guration

synchroni zati onConfig

val i dati on

Yes
Yes

Yes

No

No

No

No

No, but it will be
created
automatically

No, but it will be
created
automatically

No, but it will be
created
automatically

Source Data Tenant id.

Target Customer Tenant id.

This parameter means that DTSS will load the ov=t r ue slice of data entity attributes.
Possible values: t rue or f al se.

JSON Array of Crosswalk Source Types that are loaded from the Data Tenant to the
Customer Tenant. Value [ " *"] means that all Crosswalk Source Types are loaded from

the Data Tenant to the Customer Tenant. Example: bri ngl nt er nal Sources :["config
uration/sources/ Veeva", "configuration/sources/AVA"].

If setto t r ue in the DTSS subscription configuration, the Data Tenant will not be visible in
the Ul (left-hand side panel of the search results Ul in the Customer Tenant), and any
potential matches from the hidden Data Tenant will not be shown.

If tenant subscription transformation mappings are not defined, all attributes of the entity
satisfying br i ngl nt er nal Sour ces and bri ngGol denRecor d are imported to the
customer tenant.

Security configuration of Tenant Subscription.

Configuration of event processing.

Configuration of entities and relations synchronization.

The attribute “ val i dati on” is added to the subscription structure to provide an option
for lower validation severity from FAILED to WARN.

"validation": { "strictValidation": true/false, "strictDataTenantValidation": true/false,
"strictCustomerTenantValidation": true/false, "strictMappingCheck": true/false }

These properties are added to the DTSS properties file to assign the default values of
newly added attributes:

® validation. check.subscription. nappi ng.strict.default

This property performs the subscription mapping strict validation check (default value
is f al se).

® validation.check.tenant.data.strict.default
This property performs the data tenant strict validation check (default value is f al se).
® validation. check.tenant.custoner.strict.default

This property performs the customer tenant strict validation check and (default value
is fal se).

® validation. check. subscription.strict.default

This property performs the subscription strict validation check (default value is f al se

).



endpoi nt sConfig

No, but it will be
created
automatically

i nport Rel ati onsConfig No, butitwill be

groupContributors

full I mportLogCF

ful I I mport LogESI ndex

support Emai |

created
automatically

No

No

No

No

Advanced behavior for endpoints.

"endpointsConfig": { "useSynchronizationConfig": true|false, "ruleNamelnMatchResult":
truelfalse }

useSynchr oni zati onConfi g

Configuration for import entities and relationships. This provides a configurable option that
allows you to define what should be downloaded when you press the Import entities button
in the UL. If the option is t r ue, then import entities and their associated relationships
occurs. If the option is f al se, then import entities only occurs.

The DTSS properties field " endpoi nts. entiti es.inport.useSynchronization
Confi g" provides the default value t rue | f al se. If this properties field is not provided,
then the application considers the default value as f al se.

The DTSS subscription field can be subscri pti on. endpoi nt sConfi g. useSynchr oni
zat i onConf i g and is located in the subscription configuration:

rul eNamel nMat chResul t

Whether PotentialmatchessearchinDT and PotentialmatchessearchinCT should return
Match Rule names instead of Match Rule URIs in the result.

Configuration for import connections functionality.

"importRelationsConfig": { "defaultStrategy":
"ALL|IMPORT_IF_ENTITIES_SUBSCRIBED|IMPORT_IF_START_ENTITY_SUBSCRIBED|
IMPORT_IF_END_ENTITY_SUBSCRIBED", "strategyPerRelationType": [ { "relationTypes":
[{"<type>"}], "strategy":
"ALL|IMPORT_IF_ENTITIES_SUBSCRIBED|IMPORT_IF_START_ENTITY_SUBSCRIBED|
IMPORT_IF_END_ENTITY_SUBSCRIBED" } ]}

defaul t Strategy andstrategy copying rules description:

Value Description

ALL All of the relations.

| MPORT_I F_ENTI TI ES_SUBSCRI BED Only if CT is subscribed on DT relation's
bothstartEntity and endEntity
entities.

| MPORT_| F_START_ENTI TY_SUBSCRI BED Only if CT is subscribed on at least DT
relation's st art Ent i ty entity.

| MPORT_| F_END_ENTI TY_SUBSCRI BED Only if CT is subscribed on at least DT
relation's endEnt i t y entity.

This configuration parameter is used to define if DTSS should group all crosswalks to one
contributor in customer tenant. Possible values: t r ue or f al se. Default value is t r ue.

Used by the Full Import Log (default: " Ful | | mpor t LogCommonCF").

Note: By default, DTSS stores all the records across all the subscriptions in the same
Cassandra CF. This does not affect Full Import Log functionality and was done in order to
keep fewer CFs.

Used by the Full Import Log (default: "dt ss-ful | -i nport -1 og-i ndex-defaul t").
Note: By default DTSS indexes all the records cross all the subscriptions into the same
ES Index. This does not affect Full Import Log functionality and was done to keep fewer

indices.

Email to use for mailing in case of validation errors.



val i dati onResul t No If validation is requested, the field contains one of these validation results:

* NOT_CHECKED
* SUCCESS

* INFO

* WARN

* FAILED

partial Override No, but it The default value is f al se. If you make the value t r ue, then all attributes are overridden.

However, for references, any attributes not involved with r ef er encedAt tri but eURI' s
For Ref erence will be are not touched.

auto-matically
created

Tenant Subscription Example

Example of Tenant Subscription

"dataTenant": {
"id": "DTData"
3
"cust oner Tenant": {
"id": "TestData"
},
"bringGol denRecord": fal se,
"bringl nternal Sources": |
"configuration/sources/ Veeva",
"configuration/ sources/ AVA"
1,
"id": "DrData_Test Data",
"mappi ngs": [
{
"copyFronDT": "configuration/entityTypes/HCP",
"copyToCT": "configuration/entityTypes/HCP",
"attributes": |
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/FirstNane",
"copyToCT": |
"configuration/entityTypes/HCP/ attri butes/FirstNanme"
]
}
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/Last Nane",
"copyToCT": [
"configuration/entityTypes/HCP/ attri butes/Last Nane"
]
}

{
" copyFronDT":



"configuration/entityTypes/HCP/attri butes/ M ddl eNane",
"copyToCT": [
"configuration/entityTypes/HCP/ attri butes/ M ddl eNane"
]
}

{
" copyFronDT":

"configuration/entityTypes/HCP/ attri butes/Prefix",
"copyToCT": |
"configuration/entityTypes/HCP/ attri butes/Prefix"
]
H

{
" copyFronDT":

"configuration/entityTypes/HCP/ attri butes/ SuffixNanme",
"copyToCT": |
"configuration/entityTypes/ HCP/ attri butes/ SuffixNane"
]
H

{
" copyFr onDT" :

"configuration/entityTypes/HCP/ attri butes/Phone",
"copyToCT": |
"configuration/entityTypes/HCP/ attri butes/ Phone"
] 1

"attributes": [
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/Phone/attri butes/Active",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/ Phone/attributes/Active"
]
}1

{
"copyFronDT":

"configuration/entityTypes/HCP/ attri butes/ Phone/attri butes/AreaCode",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/ Phone/attributes/ AreaCode"
]
}1

{
"copyFronDT":

"configuration/entityTypes/HCP/ attri butes/Phone/attri butes/ CountryCode",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/ Phone/attributes/ CountryCode"

]
b



{
"copyFronDT":

"configuration/entityTypes/ HCP/ attri butes/ Phone/attri butes/Di gitCount",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/Phone/attributes/DigitCount”
]

}
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/Phone/ attri butes/Fornat Mask",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/Phone/attributes/Format Mask"
]

}
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/ Phone/ attri butes/ GeoArea",
"copyToCT": |

"configuration/entityTypes/ HCP/ attri butes/ Phone/attributes/ GeoArea"
]

}
{
"copyFronDT":
"configuration/entityTypes/ HCP/ attri butes/ Phone/attri butes/ GoCountry",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/Phone/attributes/ GoCountry”
]

}
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/ Phone/attri butes/LineType",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/ Phone/attributes/LineType"
]

}
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/Phone/attri butes/Local Nunber",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/Phone/attributes/Local Nunber"

]
H
{
"copyFronDT":



"configuration/entityTypes/HCP/ attri butes/ Phone/ attri butes/Nunmber",
"copyToCT": [

"configuration/entityTypes/HCP/ attributes/Phone/attributes/ Number"

]
},
{
"copyFronDT":

"configuration/entityTypes/ HCP/ attri butes/ Phone/ attri butes/ Type",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/Phone/attri butes/ Type"

1,
"transfornival ue": [
{
"from': "Business",
"to": "Work"
}
]
}
{
"copyFronDT":

"configuration/entityTypes/HCP/ attri butes/ Phone/ attri butes/ValidationSta
tus",
"copyToCT": |

"configuration/entityTypes/ HCP/ attri butes/ Phone/attri butes/ValidationSta
tus"

]
}
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/ ProfDesignation",
"copyToCT": |
"configuration/entityTypes/HCP/ attri butes/ Account Type"
]
3
{
"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/ Specialities",
"copyToCT": |
"configuration/entityTypes/HCP/ attri butes/ Specialities"
1,
"attributes": |
{
"copyFronDT":
"configuration/entityTypes/ HCP/ attri butes/ Specialities/attributes/Rank",
"copyToCT": [



"configuration/entityTypes/HCP/ attri butes/ Specialities/attributes/Rank"

]
b

{
" copyFr onDT" :

"configuration/entityTypes/HCP/ attri butes/ Specialities/attributes/Specia
Ity"’
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/ Specialities/attributes/Specia
[ty"
]
}

{
"copyFronDT":

"configuration/entityTypes/ HCP/ attri butes/ Specialities/attributes/Specia
I tyType”,
"copyToCT": [

"configuration/entityTypes/HCP/ attri butes/ Specialities/attributes/Specia
[tyType"

]
}
{
"copyFronDT":

"configuration/entityTypes/HCP/ attri butes/License",
"copyToCT": [
"configuration/entityTypes/HCP/ attri butes/License"
] 1

"attributes": [
{

"copyFronDT":
"configuration/entityTypes/HCP/ attri butes/License/attributes/ExpirationD
ate",

"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/License/attributes/ExpirationD
ate"

]
b

{
" copyFronDT":

"configuration/entityTypes/HCP/ attri butes/License/attributes/Nunber",
"copyToCT": |

"configuration/entityTypes/HCP/ attri butes/License/attributes/ Nunber"
]



"configurati

“configurati

"configurati

“configurati

"configurati

"configurati

"configurati
“configurati
"configurati
re,

“configurati

} )
{
"copyFronDT":

on/entityTypes/HCP/ attri butes/Li
"copyToCT": |

on/entityTypes/HCP/ attri butes/Li

]
H
{
"copyFronDT":

on/entityTypes/HCP/ attri butes/Li
"copyToCT": |

on/entityTypes/HCP/ attri butes/Li

]
H
{
"copyFronDT":

on/entityTypes/HCP/ attri butes/Li
"copyToCT": |

on/entityTypes/HCP/ attri butes/Li

]
H
{
"copyFronDT":

on/entityTypes/HCP/ attri butes/Li
"copyToCT": |

on/entityTypes/HCP/ attri butes/Li
]
} 1

{
"copyFronDT":

on/entityTypes/HCP/ attri butes/Li
"copyToCT": |

on/entityTypes/HCP/ attri butes/Li

"copyFronDT":
"configuration/entityTypes/HCP/attributes/ldentifiers",
"copyToCT": |
"configuration/entityTypes/HCP/ attri butes/Identifiers"

cense/ attri butes/ State",

cense/ attri butes/ St ate"

cense/ attri butes/ Status",

cense/ attri butes/ St at us"

cense/ attri but es/ WrkType",

cense/ attri but es/ Wr kType"

cense/attributes/Qualifier",

censel/attributes/ Qualifier"

cense/ attributes/ SubQualifie

cense/attributes/ SubQualifie



1.

"attributes": [

{
"copyFronDT":
"configuration/entityTypes/HCP/attributes/ldentifiers/attributes/|D",
"copyToCT": |

"configuration/entityTypes/HCP/attributes/ldentifiers/attributes/I|ID"
]
}1

{
"copyFronDT":

"configuration/entityTypes/HCP/attributes/ldentifiers/attributes/ Type",
"copyToCT": [

"configuration/entityTypes/HCP/ attributes/ldentifiers/attributes/Type"
]
}1

{
"copyFronDT":

"configuration/entityTypes/HCP/attributes/ldentifiers/attributes/Rank",
"copyToCT": |

"configuration/entityTypes/HCP/attributes/ldentifiers/attributes/Rank"
]
}1

{
"copyFronDT":

"configuration/entityTypes/HCP/ attributes/ldentifiers/attributes/Status"

"copyToCT": |

"configuration/entityTypes/HCP/attributes/ldentifiers/attributes/Status"
]
}
]
H

{
" copyFr onDT":

"configuration/entityTypes/HCP/ attri butes/Credential s",
"copyToCT": |
"configuration/entityTypes/HCP/ attri butes/ Credenti al s"
]
H

{
" copyFronDT" :

"configuration/entityTypes/ HCP/ attri butes/ Address",
"copyToCT": |
"configuration/entityTypes/HCP/ attri butes/ Address”
]



]

H
{
"copyFronDT": "configuration/entityTypes/Location",
"copyToCT": "configuration/entityTypes/Location",
"attributes": |
{
"copyFronDT":
"configuration/entityTypes/Location/attributes/AddressLi nel",
"copyToCT": |
"configuration/entityTypes/Location/attributes/AddressLi nel"
]
H
{
"copyFronDT":
"configuration/entityTypes/Location/attributes/AddressLi ne2",
"copyToCT": [
"configuration/entityTypes/Location/attributes/AddressLi ne2"
]
H
{
"copyFronDT":
"configuration/entityTypes/Location/attributes/Cty",
"copyToCT": |
"configuration/entityTypes/Location/attributes/City"
]
H
{
"copyFronDT":
"configuration/entityTypes/Location/attributes/StateProvince",
"copyToCT": |

"configuration/entityTypes/Location/attributes/StateProvince"

]

H
{
"copyFronDT":
"configuration/entityTypes/Location/attributes/ SubAdm nistrativeArea",
"copyToCT": |

"configuration/entityTypes/Location/attributes/ SubAdm nistrativeArea"

]

H
{
"copyFronDT":
"configuration/entityTypes/Location/attributes/ Country",
"copyToCT": |

"configuration/entityTypes/Location/attributes/Country"

]



} )
{
"copyFronDT":

"configuration/entityTypes/Location/attributes/Z p",
"copyToCT": |
"configuration/entityTypes/Location/attributes/Zip"
1,
"attributes": |
{
"copyFronDT":
"configuration/entityTypes/Location/attributes/Zi p/attributes/Z p5",
"copyToCT": |

"configuration/entityTypes/Location/attributes/Z p/attributes/Z p5"
]
} ’

{
"copyFronDT":

"configuration/entityTypes/Location/attributes/Zi p/attributes/Z p4",
"copyToCT": |

"configuration/entityTypes/Location/attributes/Zi p/attributes/Z p4"

]
}
]
}
]
H
{
"copyFronDT": "configuration/rel ati onTypes/HasAddress"
"copyToCT": "configuration/rel ati onTypes/ HasAddress",
"filter": |
{
"attribute":
"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ Addr essRank"
"val ues": |
wqn
non
]
}
1,
"attributes": [
{
"copyFronDT":
"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ Addr essRank"
"copyToCT": |

"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ Addr essRank"

1.

"transfornval ue": [



{

"from': "1",
"to": "0"
H
{
"from': "2",
"to": "O"
}
]
b
{
"copyFronDT":
"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ AddressType",
"copyToCT": |

"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ AddressType"
]
} Ll

{
"copyFronDT":

"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ Phone",
"copyToCT": |
"configuration/rel ati onTypes/ HasAddr ess/ attri butes/ Phone"
1,
"attributes": [
{
"copyFronDT":
"configuration/rel ati onTypes/ HasAddr ess/ attri butes/Phone/attri butes/Acti
ve",
"copyToCT": |

"configuration/rel ati onTypes/ HasAddress/ attri butes/Phone/attributes/Acti
ve"
]
H

{
" copyFr onDT":

"configuration/rel ati onTypes/ HasAddr ess/ attri butes/ Phone/ attri butes/ Type

"copyToCT": |

"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ Phone/ attri butes/ Type

1,
"transfornival ue": |
{
"from': "Business",
llt Oll : n \Mr kll
}



} )
{
"copyFronDT":

"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ Phone/ attri butes/ Rank

"copyToCT": |

"configuration/rel ati onTypes/ HasAddress/ attri butes/Phone/attri butes/ Rank
]
I

{
" copyFr onDT" :

"configuration/rel ati onTypes/ HasAddr ess/ attri butes/ Phone/ attri butes/ Nunb
er",
"copyToCT": [

"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ Phone/ attri butes/ Nunb
er"

}
]
b
{
"copyFronDT":
"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ DEA"
"copyToCT": |

"configuration/rel ati onTypes/ HasAddr ess/ attri but es/ DEA"
1,

"attributes": |
{
"copyFronDT":
"configuration/relationTypes/ HasAddress/attri butes/DEA/ attri butes/ Nunmber

"copyToCT": [
"configuration/rel ati onTypes/ HasAddress/ attri butes/ DEA/ attri butes/ Nunber

]
H
{
"copyFronDT":

"configuration/rel ati onTypes/ HasAddress/ attri butes/ DEA/ attri butes/ Expira
tionDate",
"copyToCT": |

"configuration/rel ati onTypes/ HasAddress/ attri butes/ DEA/ attri butes/ Expira
ti onDat e"

]
b



{
"copyFronDT":

"configuration/rel ati onTypes/ HasAddress/ attri butes/ DEA/ attri butes/ St atus

"copyToCT": |

"configuration/rel ati onTypes/ HasAddress/ attri butes/ DEA/ attri butes/ St atus

1,

"synchroni zati onConfig": {
"dt SyncType": "REALTI ME",
"ct SyncType": "REALTI ME",
"entities": |

{

"action": "AUTOSUBSCRI BE",

"types": |
"configuration/entityTypes/HCP"

1.

"mat chRul es": [
"configuration/entityTypes/HCP/ mat chG oups/ Per sonBy MEAUt 0",
"configuration/entityTypes/ HCP/ mat chG oups/ Per sonBy MESuspect 2"

1,

"filter": "<filter>"

}

1,

"rel ati onTypes": |
{

"types": [

"configuration/relati onTypes/ AffiliatedWth"

1,

"action": "COPY"

}
]

|

"import Rel ationsConfig": {
"defaul tStrategy": "ALL",
"strategyPerRel ati onType": []

H



"groupContributors": true,
"supportEmail": "exanple@mil .con

}

Tenant Subscription Events Configuration

This function defines some behavior of events processing.

Events Configuration Definition Json Object

{
"crosswal kDel eted": {
"defaul t Actionl nCT": "1 GNORE| SET_END DATE| DELETE",
"source": {
"{sourceURI}": "1 NGORE| SET_END DATE| DELETE",
}
I
"entityDel eted": {
"actionl nCT": "I GNORE| ACTI VATE"
}1
"entityModi fied": {
"actionl nCT": "I GNORE| ACTI VATE"
I
"entityUnnerged": {
"actionl nCT": "I GNORE| ACTI VATE"
}l
"entityMerged": {
"actionl nCT": "I GNORE| ACTI VATE"
}1
"entityCreated": {
"actionl nCT": "I GNORE| ACTI VATE",
"entityTypes": ["entityTypeUril", "entityTypeUri2"]
}
"entityMatch": {
"action" : "Il GNORE| ACTI VATE"
}1
"rel ationCreated": {
"actionl nCT": "I GNORE| ACTI VATE"
I
"rel ati onModi fied": {
"actionl nCT": "I GNORE| ACTI VATE"
}l
"rel ationDel eted": {
"actionl nCT": "I GNORE| ACTI VATE"
}



Parameters

Name

Required

crosswal kDel eted No

entityDel eted

entityModified

No

No

Default Value

{"defaul t Acti onl
nCT" : "I GNORE"}

{"actionl nCT"
"1 GNORE" }

{ "actionlnCT"
"ACTI VATE" }

Description

This event can happen when the entity or relation is deleted or updated in DT. It includes two
optional sections:

® "entityCrosswal kDel et ed" (or"crosswal kDel et ed" deprecated value) for
entities

® “rel ationCrosswal kDel et ed" for relations
"def aul t Acti onl nCT" - Default reaction to this event. It can be:

® | GNORE - do nothing.
® SET_END DATE - end-date crosswalk.
® DELETE - delete crosswalk.

You can configure reaction to this event per source. For this, you can use the " sour ce" param
eter.

Example:

Example of EntityCrosswalkDeleted Event

"entityCrosswal kDel eted": {
"def aul t Acti onl nCT": "DELETE",
"source": {
"configuration/sources/ FB":
"SET_END_DATE",
"configuration/sources/ TWEETER":
" DELETE",
"configuration/sources/LNKD":
"1 GNORE"

}

This event can occur if an entity is deleted from:
"actionl nCT" - Default reaction to this event. It can be:

® | GNORE - do nothing.

® ACTI VATE - process this event. All crosswalks which have been imported to customer
tenant are processed in accordance with the enti t yCr osswal kDel et ed configuration.

This event can occur if an entity is updated.
"actionl nCT" - Default reaction to this event. It can be:

® | GNORE - do nothing.

® ACTI VATE - process this event. If the customer tenant entities have been subscribed on
the updated entity they are updated; otherwise, entities are imported or autosubscribed, if
this is possible. Allowed entity types and match rules are to be taken from Synchr oni zat
i onConf i g if one is present.



entityUnnerged

entityMerged

entityCreated

entityMatch

No {"actionlnCT" : This event can happen if an entity is unmerged in data tenant.
"1 GNORE"}
"actionl nCT" - Default reaction to this event. It can be:

® | G\ORE - do nothing.

® ACTI VATE - process this event. All crosswalks which exist in the customer tenant are
marked as " UNMERGED" (You can see it in the ext er nal | nf o field of the crosswalk).
This event is processed in accordance with the enti t yCr osswal kDel et ed configuratio

n.
No {"actionlnCT" : This event can occur if some entities merge. However, this event is a part of the ent i t yModi f
"1 GNORE" } i ed event.

"actionl nCT" - Default reaction to this event. It can be:

® | GNORE - do nothing. However, all subscribed entities are updated in accordance with the
entityModi fi ed event configuration.

® ACTI VATE - process this event. Entities in the customer tenant which have been
subscribed on merged entities in the data tenant are merged in the customer tenant if they
haven't been marked as not a match. This event can be " ACTI VATE" only if the enti tyM
odi fi ed event has been configured.

No {"actionlnCT" : This event can occur if a new entity has been created.
"1 GNORE", }
"actionl nCT" - Default reaction to this event. It can be:
® | GNORE - do nothing.

® ACTI VATE - process this event. If the customer tenant entities have been subscribed on
the updated entity they are updated; otherwise, entities are imported or aut osubscri bed
if that is possible. Allowed entity types and match rules are to be taken from Synchr oni z
ati onConfi g if this is present. If Synchr oni zat i onConf i g is not present, then the
default entity types from the ent i t yCr eat ed configuration are taken.

[DEPRECATED: Use Tenant Subscription Synchronization Configuration (DT entity types
to process).

Example of the Ent i t yCr eat ed configuration:

Example of EntityCreated Config

"entityCreated": {
"actionl nCT": "ACTI VATE"

No {"action" : This is the configuration parameter for all events above. Since 2017.3, ent i t yMat ch is always
" ACTI VATE" } " ACTI VATE".

® ACTI VATE - process all events, update match tables, and recalculate the number of
potential matches for entities.



relationCreated No {"actionlnCT" : This event can occur if a new relation has been created.

" ACTI VATE" }
"actionl nCT" - Default reaction to this event. It can be:
® | G\ORE - do nothing.
e ACTIVATE _ process this event.
Example of RelationCreated Config
"rel ationCreated": {
"actionlnCT": "ACTI VATE"
relati onModi fied No {"actionlnCT" : This event can occur if a relation has been updated in the DT.
" ACTI VATE"}
"actionl nCT" - Default reaction to this event. It can be:
® | G\NORE - do nothing.
® ACTI VATE - process this event. DTSS updates the corresponding relation in the CT.
rel ationDel eted No {"actionlnCT" : This event can occur if a relation has been removed from DT.
" ACTI VATE"}

"actionl nCT" - Default reaction to this event. It can be:

® | GNORE - do nothing.
® ACTI VATE - process this event. DTSS removes the corresponding relation from the CT it
has imported.

If dt ssQueue is configured in the streaming configuration for this tenant, then all events are processed in real time (based on the configuration
provided above). Configure streaming and dt ssQueue for the tenant. An option is available to delay events processing events and process all
events using a special request. To process delayed events, create a pull event task.

Note: Delayed events are processed based on the event configuration for the subscription. Use the Synchronization Configuration procedure for
advanced events processing.

Tenant Subscription Synchronization Configuration

This function defines some behavior of synchronization processing.

Synchronization Config Definition Json Object

"dt SyncType": "PULL",
"ct SyncType": "REALTI ME",
"entities": |
{
"types": |
"configuration/entityTypes/HCP"
],
"action": "AUTOSUBSCRI BE",
"mat chRul es": [
"<mat chRul e1>",



" <mat chRul e2>"
1,
"filter": "<filter1>",
"connections": [
{
"onCreateOnly": fal se,
"types": |
"configuration/relationTypes/ Contractor”
1.
"strategy":
"ALL| | MPORT_I F_ENTI TI ES_SUBSCRI BED| | MPORT_| F_START_ENTI TY_SUBSCRI BED| | MP
ORT_| F_END _ENTI TY_SUBSCRI BED"

}

] 1
"threshol ds": {

"default": 2,
"extendSubscription": "fal se",
"custom': |

{

"mat chRul es": [

"configuration/entityTypes/HCP/ mat chG oups/ Per sonByMESuspect 2"
] )
“"threshol d": 2,
"extendSubscription": "false"

}

}
}
{
"types": |
"configuration/entityTypes/HCP"
],
"action": "MANUAL_ NMATCH',
"mat chRul es": |
"<mat chRul e3>"

1.

"filter": "<filter>"

"types": |
"configuration/entityTypes/ HCO

1.
"action": "COPY"

"relations": [

"types": [
"configuration/relationTypes/AffiliatedWth"



] 1
"action": "COPY"



Parameters

Name

dt Sync
Type

ct Sync
Type

entities

Re-quired

No

No

No

Description
Describes the way synchronization should be performed in the Data Tenant.
It can be:

® PULL - enable only Pull Task synchronization.
® REALTI ME - enable only real-time synchronization.

If not set, then both Real-Time and Pull Task are enabled.
Describes the way synchronization should be performed in Customer Tenant.
It can be:

® PULL - enable only Pull Task synchronization.
® REALTI ME - enable only real-time synchronization.

If not set, then both Real-Time and Pull Task are enabled.

Describes the way certain entity types should be processed. If the field is present, then only described entity
types are processed.

Contains the fields:

® "types" - a list of types to which to apply the configuration. The way the parameter is used depends on
the action being performed.

® "action" - describes the mode by which an entity from DT should be imported. It can be:
® AUTOSUBSCRIBE - import only if the DT entity has got a match with a CT entity (the DT entity's
type must be present in the "types"” list). The "matchRules" field can be used to describe the match
rules set.

®* MANUAL_MATCH - this section defines match rules for each type, which is used during search of
potential matches for an entity. If no match rules are specified for some type, then all match rules
defined in data tenant configuration for a type are used. Otherwise, the union of match rules
specified here along with match rules from the AUTOSUBSCRIBE section (per type) are applied.

® COPY - justimport the entity from the DT (the DT entity's type must be present in the "types" list).

® "matchRules" - a list of match rules that is used to find matches. This field is used only if the
AUTOSUBSCRIBE mode is set.

Since 2017.3, if match rules attributes are missing in mappings section (not present neither in autogenerated
nor in manually specified), then the "Check subscription mapping" section would be equal to WARN with
enumeration of such missing attributes upon verifying subscription via

the {DTSSURL}/subscriptions/verifySubscription endpoint. This type of subscription is considered invalid if
the strictMappingCheck subscription parameter is set to true.



* “filter" - Reltio Search format filter. It can be used to select a subset of data to process.
® “connections" - describes the connections to be imported to the CT along with current entity (acceptable
for AUTOSUBSCRIBE and COPY actions)
® "types" - a list of relation types to copy to the CT.

® "onCreateOnly" - if true, than connections are copied to CT on the ENTITY_CREATED event only.

® “strategy" - strategy to decide which connection will be imported to CT.
® ALL - import without condition (this is the default strategy. It is added automatically if omit).

* IMPORT_IF_ENTITIES_SUBSCRIBED - only if CT is subscribed on DT relation's
both startEntity and endEntity entities.

® IMPORT_IF_START_ENTITY_SUBSCRIBED - only if CT is subscribed on at least DT
relation's startEntity entity.

* IMPORT_IF_END_ENTITY_SUBSCRIBED - only if CT is subscribed on at least DT relation's
endEntity entity.

® “thresholds" - thresholds description. This field is used only if the AUTOSUBSCRIBE mode is set. A
bucket below is a set of entities aggregated by a set of corresponding match rules.
® "default" - a threshold for a default bucket (more about the threshold below).

® "threshold" - a limited number of DT entities that a bucket can contribute at a single autosubscribe
session (default: 1).

® “extendSubscription" - states if a bucket can extend existing DT-CT entity subscription (default:
false).

® "matchRules" - a list of match rules for which the threshold configuration should be used.

"entities": [

"types": [
"configuration/entityTypes/ HCP"
I,

"action": "AUTOSUBSCRI BE",
"mat chRul es": [

"sonmeMat chRul e"
I,

"connections": [

"types": [
"configuration/rel ati onTypes/ HasHeal t hCar eRol e"
1.

"onCreateOnly": false,
"strategy": "ALL"

"types": [
"configuration/entityTypes/HCO'
1.
"action": "AUTOSUBSCRI BE",
"mat chRul es": [
"configuration/entityTypes/HCO mat chG oups/ HCOby! MSI D'
I,

"connections": [

"types": [
"configuration/rel ati onTypes/ Managed",
"configuration/rel ati onTypes/ Leased"

1.

"onCreateOnly": false,

"strategy": "I MPORT_I F_ENTI TI ES_SUBSCRI BED'

"entities": [ { "types": [ "configuration/entityTypes/HCP" ], "action": "MANUAL_MATCH", "matchRules": [
"someOtherMatchRule" ], "filter": "<filter>" } ]"entities": [ { "types": [ "configuration/entityTypes/HCO" ],
"action": "COPY" }]



rel ations No Describes the way certain relation types should be processed. If the field is present, then only described
relation types are processed.

Contains the fields:

® "types" - alist of types to which to apply the configuration. The way the parameter is used depends on
the action being performed.
® "action" - describes the mode by which an entity from DT should be imported. It can be:
® COPY - just import the relation from DT (the DT relation's type must be present in the "t ypes" list).

"relations™: [ { "types": [ "configuration/relationTypes/AffiliatedWith" ], "action": "COPY" } ]

Tenant Subscription Transform Configuration

Transform configuration is used to setup advanced behavior of data transformation capabilities.

Note: This is optional structure and is not enabled by default.

Configuration Parameter Default
Value

gol denRecor dConfi guration N/A

GOLDEN RECORD CONFIGURATION

Configuration Parameter Default
Value
enddat i ngEnabl ed fal se

Description

Advanced transformation behavior subscription with GRC (br i ngGol denRecor d=t r ue
only).

Description

Enable enddating of golden record crosswalks in the case when you want bri ngGol denRe
cord=t rue only.

The value can be:

® true: featureis on
® fal se: feature is off (default)

If enddating for GRC is on:

® DT 1 enddated crosswalk and existing in CT -> CT crosswalk enddated; attributes are
not removed

® DT 1 enddated crosswalk and no GRC in match in CT -> no subscribe; no update
(nothing to enddate)

® DT 1 enddated crosswalk and no match in CT -> no import; no update (nothing to
enddate)

® DT 2 crosswalks -> legacy behavior

If enddadting for GRC is off:

® DT 1 enddated crosswalk and existing in CT -> CT crosswalk NOT enddated; attributes
are removed
® DT 1 enddated crosswalk and no match in CT -> import GRC only (without attributes)

Note: The CT crosswalk enddate depends on the DT crosswalk enddate, as shown in the
table below for the scenario and its expected results for crosswalk delete date
synchronization.



